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RELEASE NOTES

Version Date Notes

1.07 August 18, 2019 Add new section 2.2.2 “"Admin Menu in Android Safe Mode”.
Add new section 3.2.4 “Adjust Auto start delay”.
Update the related figures.

1.06 April 30, 2019 Update all figures
RS51 Mobile Computer is supported
Add “Home screen text color” to section 4.3 “Display”
Add “Monitoring App Installation” to section 4.4 “Security”

1.05 Dec. 28, 2018 Update section 3.1.1 “Add application” & 3.1.2 “Add Shortcut”
Add new section 3.1.3 “Add Package Naming Rule”
Update section 3.1.5 “Clear All Applications and Shortcuts”
Add “Enable Log” to section 4.4 “Security”
Update the related figures.

1.04 June 15, 2018 Update Section 3.1.2 “Add Shortcut”

Add new section 3.3.4 “Rearrange the Sorting Order of the
Apps/Shortcuts on Desktop”

Update the related figures

1.03 May 10, 2018 RK25 Mobile Computer is supported

Change Section 2.6 to Chapter 3 “Applications Management
(Administrator only)”

Add note to Section 3.1.2

Add Section 3.3.1 “Hide icon on AppLock Desktop”

Add Section 3.3.3 "Site Protection”

Change Section 2.8 to Chapter 4 "Option (Administrator only)”
Revise Section 4.2.2 “Enable Notification Bar”

Add Section 4.2.3 “Show filtered notifications”

Change Section 2.9 to Chapter 5 “"Other Functions (Administrator
only)”

Revise Section 5.5 “Exit”
Update the related figures.

1.02 Dec. 7, 2017 Revise “Set AppLock as Home App” of Section 1.1
Add “Heads-up Notifications” to Section 2.8.1
Add “Remove Lockscreen Icons” to Section 2.8.5
Update the related figures.
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1.01

1.00

Oct. 16, 2017

Apr 27, 2017

Support Android 6.0 & Android 7.0

Update all figures

Revise “Delete Applications or Shortcuts” of Section 2.6.1
Revise “Notification bar” of Section 2.8

Add “Assist app” & "USB Connection Allowed” to Section 2.8
Add Section 2.6.3 “Screen Pinning”

Initial release
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Introduction

INTRODUCTION

Developed for Android mobile computers, AppLock controls the interface provided to users.
It dominates over the O.S. and limits the system resources made available to users.
Properly tuned, AppLock gives way to ordinary working applications while locking out those
that are not so productive.

If you have a collection of mobile computers, you can apply a uniform user environment to
the entire group without the need of great time and effort. This can be done easily by
reduplicating a copy of master settings to your entire set of mobile computers.

This manual covers usage of AppLock. We recommend that you read this document
thoroughly before starting, and keep a copy of this manual at hand for quick reference.
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FEATURES

Supports CipherLab Android mobile computers

Full control over system services

Limits the accesses to crucial system settings

Locks out unproductive applications

Auto-launched productive applications upon system startup
Superuser mode for administration of operating system
Supports importing and exporting settings to configuration files

b . . R . .



Setup

Chapter 1
SETUP

This chapter guides to the launch of AppLock.

This chapter also covers the 15t launch of the application.

IN THIS CHAPTER
1.1 Launch ApPLOCK ..ciii i e 10
1.2 Use AppLock for the 158 TimMe ...ovvvvvivieiiii i i e enenens 13
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1.1 LAUNCH APPLOCK

APPLock is a built-in app and will be automatically executed when you turn on the device.
After the flash screen, you will be prompted to select a Home app. By selecting APPLock

mode, you will enter launch AppLock program.

% 0w

Select a Home app

£ Launcher3

W 1215

£ Applock

JUST ONCE

ALWAYS

LAUNCH APPLOCK FROM NORMAL OPERATION MODE

To launch AppLock from normal operation mode:

1) Go to App Drawer (All Applications), and then tap on AppLock icon E .

2) ApplLock opens showing the following screen. Tap on “Allow” to continue; tap “Deny” to
leave this page. See Set AppLock as Home App for details.

LIRS

% ae

Set AppLock as home app

10

W 12:16
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SET APPLOCK AS HOME APP
You may decide whether to set AppLock as the home application. If AppLock is set as the

home application, when the Home button — is pressed, AppLock’s Allowed Apps view
will show on the screen.

1) The first time AppLock launches, the following notification screen shows. Tap Allow to
proceed. Tap “"Deny” to return to the previous page.

Set AppLock as home app

2) Applock opens showing the user level main screen.

cirrer[TYY

Smarter

11
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Note:

If AppLock is selected to be home app for “Just once”, the "Set AppLock as home app”
screen will show up for confirmation. Please click “Allow"” to proceed, or click “"Deny” to
select home app again.

M| < B0 & W 12:16

Set AppLock as home app

CIPHR Lm

Smarter

Select a Home app
€Y Launcher3
0 AppLock

JUSTONCE JALWAYS

)

E Use AppLock as Home

JUSTONCE  ALWAYS

Use a different app

& Launcher3

12



Setup

1.2 USE APPLOCK FOR THE 1ST TIME

ApplLock adopts user levels that set limits to AppLock’s advanced functions. See Access
Levels for more details.

When launched for the 15t time, AppLock doesn’t require password for administrator mode
(the superior access level). The full functionality is open to everyone who operates it as long
as you log in to AppLock.

Log in to AppLock to set up an administrative control:

1) Launch the application as described in Launch Applock.

|
2) Tap the menu button = in the top right corner to open the drop-down menu.

3) Tap on “Admin Mode”.

4) On Login window, click on “Login” without entering a password. By default, you can login

without entering a password; please do remember to set a new password for
administrator in Security.

u
5) You will be logged in as an administrator. Tap the menu button = inthe top right corner,
and the administrator level toolbar becomes available. See Security for details on
setting up login password.

AppLock Allowed Apps

Admin Mode User Mode

Clear Recent Apps Apps Management...

About Import

f Export

Options...

cirrer[TTY

Smarter

Launch System Settings

Show password
Reset To Default

Login Cancel
Clear Recent Apps
About

Exit

13



USE APPLOCK

Chapter 2

This chapter will walk you through the application’s menu, toolbar and main working views.
A few sections are also included herein to describe the access levels applied. Also, cloning

application settings to a group of mobile computers is also mentioned.

IN THIS CHAPTER

2.1 ACCESS LEVEIS .iiiriiiiiiiiii i i 15
2.2 MBNU it e 16
2.3 Toolbar (Administrator Only) .....cccoviiiiiiiiiiians 19
2.4 WOrking VIiEWS .ot 20
2.5 Admin Mode (Administrator Only) ......ccvviiiiiiiiiinnns 21
2.6 Manage System Settings (Administrator Only) .............. 22

14
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2.1 ACCESS LEVELS

ApplLock’s offers two access levels for usage:

User

An ordinary user that uses the operating system for their day-to-day tasks. Users are

generally warded off from some system settings and relatively unproductive
applications.

Administrator

A super user mode with administrative privileges over the operating system. An
administrator (most of all) doesn’t use the operating system for daily tasks but
manages it and prepares it for other users. The administrator is able to tailor which
applications and which system settings are available to users.

These two access levels are implemented through menu completeness, which relies on
switching between User Mode and Admin Mode, as detailed in the following section.

15
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2.2 MENU

Same as most software products, AppLock features a command menu to receive
instructions and thus take actions.

2.2.1 OPEN MENU

To open the AppLock menu:

1) Launch the application as described in Launch AppLock.

|
2) Tap the menu button = . The settings menu opens reflecting the current access level.

User level:

Before logging in to AppLock, AppLock provides users with a pared-down
menu. Users can only access the applications on the Allowed Apps view, erase
the record of recently used applications, or view version information.

Administrator level:

After logging in to AppLock, AppLock provides the administrator with a
completely functional menu plus a toolbar. The administrator thus has full
access and full control of AppLock’s services.

User Level Menu Administrator Level Menu

AppLock : AppLock Allowed Apps

Admin Mode User Mode

Clear Recent Apps Apps Management...

About Import

Export

ClP"ER Lm Options...

Smarter

Launch System Settings
Reset To Default

Clear Recent Apps
About

Exit

16
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2.2.2 ADMIN MENU IN ANDROID SAFE MODE

By long pressing “Power off” on the power menu, a prompt appears for confirming whether
to enter “safe mode” after rebooting the device. Tap on "OK” and the device will reboot
automatically.

)| Reboot to safe mode
Long Press

O Power off@

Do you want to reboot into safe
mode? This will disable all third
party applications you have
installed. They will be restored
when you reboot again.

3¢ Reboot

CANCEL OK

i Battery S

AppLock is not configurable in safe mode. Most functions on the admin menu is hidden.

Admin Menu in Normal Mode Admin Menu in Android Safe Mode
AppL.., Allowed Apps i AppL...  Allowed Apps
User Mode User Mode
Apps Management... Clear Recent Apps

Import About

Export Exit

r‘mu:nﬁl C'P"'ERm

Options...

Smarter

AppLock blocked Settings

Launch Button Assignment
Launch System Settings
Reset To Default

Clear Recent Apps

About

In safe mode, those apps which is manually installed by the user will be hidden as well. Once
you reboot the device to return to normal mode, those manually-installed apps will be
shown on AppLock main screen.

17
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In normal mode In safe mode
AppLock
e 2 e
BarcodeToSetti... Enterprise Keyp... EZConfig BarcodeToSetti.. Enterprise Keyp... EZConfig
2 |
m. —) Reboot to safe mode

matefmemo Do you want to reboot into safe
—I mode? This will disable all third

party applications you have |

CIP|-ER LAB installed. They will be restored C:SI,HE,':ER LAB

Smarter

when you reboot again.

-
1 =
: The manually-installed app e 1
The manually-installed app is The manually-installed app is
shown on AppLock main screen hidden on AppLock main
in normal mode. screen in safe mode.

18
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2.3 TOOLBAR (ADMINISTRATOR ONLY)

If you are logged in as an administrator, AppLock also
features a toolbar at the top to switch working views and

AppLock Allowed Apps

access full functions in the settings menu. SlOWeCtHpS

Icons

Auto Start Apps

CIPHER Lm

Smarter

Description

Allowed Apps

Tap to switch the working view between Allowed Apps and Auto Start Apps.

Opens the Access Levels Menu so instructions can be given to ApplLock to
invoke actions.

ApplLock’s offers two access levels for usage:

User:

An ordinary user that uses the operating system for their day-to-day
tasks. Users are generally warded off from some system settings and
relatively unproductive applications.

Administrator:

A super user mode with administrative privileges over the operating
system. An administrator (most of all) doesn’t use the operating system
for daily tasks but manages it and prepares it for other users. The
administrator is able to tailor which applications and which system
settings are available to users.

These two access levels are implemented through menu completeness, which

relies on switching between User Mode and Admin Mode, as detailed in the
following section.

19
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2.4 WORKING VIEWS

AppLock relies on Allowed Apps view and Auto Start Apps view to deliver its key
performance. Allowed Apps view lists applications available for usage. This page is
accessible for both users and the administrator, but only the administrator is able to edit its
settings. Auto Start Apps view is only viewable and editable by the administrator.

24.1 ALLOWED APPS VIEW

Allowed Apps view delivers available applications to users. Administrators may add or
remove applications and shortcuts to this working view, or restore it to default state.

Allowed Apps view is the default screen for users. If you are an administrator, you may tap
the working view button on the toolbar to switch between Allowed Apps view and Auto
Start Apps view.

AppLock Allowed Apps

Allowed Apps

Auto Start Apps

242 AUTO START APPS VIEW (ADMINISTRATOR ONLY)

Auto Start Apps view is available to the administrator only. It delivers the applications and
system settings set to automatically open the next time ApplLock is launched.

AppLock Allowed Apps

Allowed Apps

Auto Start Apps

After applications or system settings are added to this page, the next time AppLock is
launched on the mobile computer, the desired applications and/or settings will open. When
the specified application(s) or settings(s) are closed, the mobile computer will then proceed
to show AppLock on its screen.

20
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2.5 ADMIN MODE (ADMINISTRATOR ONLY)

Log in to AppLock for administration over the operating system to manage and prepare
system services for the user. An administrator is able to determine which applications and
system settings are accessible to the user.

ADMIN MODE
To login to Admin Mode:

]
) Tap menu icon = on the toolbar.

2) Tap on “Admin Mode”.
3) Enter the login password and tap on “Login” to confirm.

Show password

l Login Cancel

Upon logging in, the menu and toolbar become fully available for use.

To set up a password, see Security for details.

Or just tap Login to enter the Admin Mode without entering password.

USER MODE

To logout from Admin Mode and enter User Mode:
u
) Tap menu icon = on the toolbar.

2) Tap on “User Mode".

The access level will return to user level, and the menu and toolbar will deliver only
restricted functions.

Note:

When you logout from Admin mode and enter User Mode, based on the current Recent Apps
Whitelist, AppLock will automatically Clear Recent Apps.

For more information, see Recent Apps Whitelist and Clear Recent Apps.

21
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2.6 MANAGE SYSTEM SETTINGS (ADMINISTRATOR ONLY)

An AppLock application configuration file containing Apps Management and Options

settings, named Autolmport _Applock.json, is kept in the device’s internal storage. It is also
accessible from a PC through a mobile deployment system, allowing the administrator to
deploy a customized config file to multiple devices within just a few clicks. At the first
start-up of AppLock after the device boots up, this application will locate this file and load
the settings; if this file is missing, a new AutoImport_AppLock.json file will be automatically
generated using the current AppLock settings. Any change made to the application settings
under Administrator mode will be immediately saved to this file. On the other hand, to
maintain the consistency and make sure user behavior is not affecting the configuration,
under User mode, AppLock will automatically check if this file has been modified as the user
returned to Allowed Apps view from other applications or setting pages. If so, AppLock will
load the original version of AutoImport_AppLock.json to overwrite the current one.

a >Interna| sharer>
7] Music
7] Notifications

[ Pictures

7] Podcasts

[ ReaderService_Data
[ 7] Ringtones
SAMService_Data
E ScreenshotTouch

[ softwareTrigger_Data

7 Autolmport_AppLock.json
Size 3.48 KB

~ Q

Note: Do not rename this file.

22
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EXPORT

By exporting and importing these configuration files, you can easily share a copy of
AppLock’s settings among a group of mobile computers.
To export the settings file:

]
1) Tap the menu button -

2) Tap on “Export”.

3) Enter the name of the settings file, and tap to select a path to store the file.

Export Setting

Location : /storage/emulated/0

AppLock Allowed Apps

User Mode

Name : applock_setting Export

. thumbnails
2 ltems

Apps Management...

Import

ADC

8 ltems

Export

Options... Alarms

0 Iltem
Launch System Settings

Android

Reset To Default settling settings wetting

1 2 3 4 5 7 8 9 0

Clear Recent Apps qgw e r t yE u i o p

About

Exit

4) Tap on “Export”. The settings file will be exported to the specified path.

Note:
1. The default exported file name is applock setting.json.

2. To avoid confusion, do not name an exported setting file as that of the system config
files - AutoImport AppLock.json.

23
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IMPORT

To import the settings file:
n
1) Tap the menu button =

2) Tap on “Import”.

3) Tap to select the path where the settings file (.json) is stored.

Import Setting

Location : /storage/emulated/0

AppLock Allowed Apps &

@ l User Mode

ReaderConfig  Ca Apps Management...

Name :

. .thumbnails
2 ltems

Import

ADC

8 ltems

Export

Options... Alarms

0 Item

Launch System Settings

Android

Reset To Default

Clear Recent Apps gwe T Tty uiop

About asdfgh kI
Exit
4 z x ¢c v b nm €&

123, . °

4) Tap on “Import”.

The selected file will be imported into the AppLock and the new settings will be
immediately applied.

24
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Chapter 3
APPLICATIONS MANAGEMENT (ADMINISTRATOR ONLY)

This chapter introduces the functions in “Applications Management” page for administraror.
Administrators are allowed to edit the applications shown on Allowed Apps view, Auto Start
Apps view and Recent Apps Whitelist to limit the accesses for users.

IN THIS CHAPTER

3.1 Allowed APPS VIEW vt nas s e aans 26
3.2 Auto Start APPS VIEW ..o 46
3.3 More Application Settings for Allowed Apps View............. 50
3.4 Recent Apps Whitelist .....cooviiiiiiiii 68

25
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3.1 ALLOWED APPS VIEW

3.1.1 ADD APPLICATION

To add an application to Allowed Apps view:

]
1) Tap menu button : on the AppLock Allowed Apps Applications Management
toolbar. Userode Mo wmgm s
Apps Management...
2) Tap “Apps Management...” Import

to enter Applications

Export
Management screen.

Options...
Launch System Settings

Reset To Default

Clear Recent Apps

About

Exit

3) Tap on the “Add” button: = : : Applications Management Applications Management
to ex pan d more o ptl on, an d ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST

then tap on “Add App”. The
screen shows a list of
applications available on the
device.

Add Package Naming Rule

Add Shortcut

Add App

26
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4) Select the applications you would like to
make available on the Allowed Apps
view. & BarcodeToSetting Select All

com.cipherlab.barcodetoset

Available Applications

= ~ g Calculator
You can also tap “*More” button = on the com.android.calculator2.Calf Invert
action bar to open a menu for more Calendar
OptIOI’IS: i com.android.calendar.AllInOj Clear A”

© Camera

com.android.camera.CameraLaunch

9 Chrome

com.google.android.apps.chrome.M..

Clock

com.android.deskclock.DeskClock

Contacts

com.android.contacts.activities.Peo

Downloads

com.android.documentsui.Launcher.

Save

5) Tap on “Save”. The Allowed Apps screen shows the applications (and shortcuts) you
assigned to the Allowed Apps view.

6) Tap on “Save” to save the settings made to the working view.

Available Applications Applications Management

- : ALLOWED AUTO START RECENT APPS
- :9 BarcodeToSetting APPS APPS WHITELIST

com.cipherlab.barcodetosetting.Mai -
= | I CalCUlatOr Calculator Calendar Camera File Manager
@z Calculato com.android.calculator2.Calculator
com.android.calculator2.Calculator
Calendar

R Calendar com.android.calendar.AllinOneActi..
com.android.calendar.AllinOneActivity

Camera

Camera “ com.android.camera.CameraLaunc.. CIP'{R LAB
com.android.camera.Cameralaunch

Smarter

File Manager
g Chrome com.mediatek.filemanager.FileMan

com.google.android.apps.chrome.M

Clock

com.android.deskclock

Contacts

com.android.contacts.activities.Peo...

Downloads

copandicididecumentsui.Launcher.

Save

27
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3.1.2 ADD SHORTCUT

To add a shortcut to Allowed Apps view:

u
1) Tap menu button = on the

AppLock Allowed Apps Applications Management
toolbar. = ESSa
U d ALLOWED AUTO START RECENT APPS
I ser Mode APPS APPS WHITELIST
f
Ccalcuator = Apps Management.. Calculator
com.android.calculator2.Calculator
2) Tap “Apps Management...” Import

Calendar
com.android.calendar.AllinOneActi...

to enter Applications

Management screen. Export

Camera

Options... com.android.camera.CameraLaunc...

File Manager

com.mediatek.filemanager.FileMan

Launch System Settings
Reset To Default
Clear Recent Apps

About

Exit G

3) Tap on the “Add” button L :, and then “Add Shortcut”.

The “Available Shortcuts” screen shows up, listing the shortcuts from system settings

Applications Management Applications Management

Available Shortcuts
ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS e :
APPS APPS WHITELIST APPS APPS WHITELIST v WiFi Settings

com.android.settings.wifi. WifiSettings
Calculator

com.android.calculator2.Calculator

Bluetooth Settings
com.android.settings.bluetooth.Blue...
Calendar

com.android.calendar.AllinOneActi

Tethering Settings

com.android.settings.TetherSettings

Camera

com.android.camera.CameraLaunc...

File Manager

com.mediatek.filemanager.FileMan.

28

Add Package Naming Rule

Add Shortcut

VPN Settings

com.android.settings.Settings$VpnS

SIM card Settings

com.android.settings.Settings$SimS

Ethernet Settings

com.android.settings.SettingsSEther...

Display Settings

com.android.settings.Settings$Displ.

Location Settings

com.android.settings.SettingsSLoca

Save




Applications Management (Administrator Only)

4) Select the shortcuts you would like to make available on the Allowed Apps view, and
tap on “Save”.

5) The Allowed Apps tab page shows the shortcuts (and applications) you assigned to
Allowed Apps view. Tap on “Save” to save the settings.

Available Shortcuts

@ WiFi Settings

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Note:

com.android.settings.wi

Bluetooth Settings

com.andr 1gs.bluetooth.Blue.

Tethering Settings

com.android.settings.TetherSe

VPN Settings

com.android.settings.SettingsSVpnS

SIM card Settings

com.android.settings.Settings$SSimS.

Ethernet Settings

com.android.settings.SettingsSEther.

Display Settings

com.android.settings.SettingsSDispl.

Location Settings

~gs.SettingsSLoca

Calculator

com.android.calculator2.Calculator

Calendar

com.android.calendar.AllinOneActi

Camera

com.android.camera.(

File Manager

com.mediatek.filemanager.FileMan

Bluetooth Settings

com.android.settings.bluetooth.Blu

SIM card Settings

com.android.settings.Settin

Display Settings

com.android.settings.SettingsS$Di

Save

Calculator

3

Bluetooth Se...

Calendar Camera

il L )

SIM card Set.. Display Setti...

CIPHER LEI

Smarter

File Manager

The shortcuts listed on “Available Shortcuts” screen depends on your device system setting.

29



AppLock User Guide

Note:

In Applications Management screen, administrators arrange which applications and
shortcuts to be added to “"Allowed Apps” list for users to access on AppLock Main Screen.
Applications excluded from Allowed Apps list can be launched only by administrators. Thus,
if users try to open a file by File Manager with an unallowed application in User Mode,
AppLock will block the unallowed applications.

AppLock Allowed Apps

T DY
s q o

Calculator Calendar Chrome File Manager

K|

Photos

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

:6 Calculator

com.android.calculator2.Calculator

Calendar
i .
com.android.calendar.AllinOneActi

cirer[TTY

. Smarter
File Manager
==

com.mediatek.filemanager.FileMan

- Photos

com.google.android.apps.pho

> Internal sharec > DCIM > Camera >

= IMG_20190429_021654.jpg
- Size 1.9 MB

> Internal sharec > DCIM > Camera >

= IMG_20190429_021654.jpg
- Size 1.9 MB

AppLock blocked Photoshop Express

Open with

#  Photos

B Photoshop Express

. JUSTONCE  ALWAYS s
h{- Q : h+ Q :
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3.1.3 ADD PACKAGE NAMING RULE

Users are forbiddon from installing any apk (Android
application package) which is not listed on “Allowed
apps list”, however, administrator can permit users

installing apk by setting "Add Package Naming Rule”.

“Add Package Naming Rule” is for administrator to
set the naming rule to prescribe which apk (Android
application package) can be manually installed by
users and automatically added to “Allowed apps list”
after installation.

By adding your package naming rule, if users try to
install the apk which doesn’t match the rule, it will be
blocked

ADD RULE TO PACKAGE NAMING RULE WHITE LIST

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

l Add Package Naming Rule
Add Shortcut

Add App

To add package naming rule, please login as admin and enter Applications Management

screen.

AppLock Allowed Apps
@ 4 User Mode
Y
ReaderConfig So tv
Import
Export

Options...

Show password

Reset To Default
Clear Recent Apps
About

Exit
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Launch System Settings

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

ReaderConfig

sw.programme.readerconfig.MainA.

SoftwareTrigger

com.Cipherlab.SoftwareTrigger.Mai

Language & input
Settings

com.android.settings.LanguageSet.

File Manager

com.mediatek.filemanager.FileMan..
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Tap on the “Add” button - ', and then “Add Package Naming Rule”.
The “Package naming rule white list” screen shows up.

Applications Management Applications Management . Package naming rule white list

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST
L=

ReaderConfig

sw.programme.readerconfig.MainA.

SoftwareTrigger

com.Cipherlab.SoftwareTrigger.Mai.

Language & input

Settings

com.android.settings.LanguageSet.. Add Package Naming Rule

File Manager

com.mediatek.filemanager.FileMan

Add Shortcut

Add App

Add Rule Cancel

Tap “Add Rule” and enter your rule in the pop-up window, and then tap on “Done” to add
your rule to “Package naming rule white list”.

The following example is adding “com.microsoft” as the package naming rule. To make
your packaging naming rule take effect, make sure to tap on “Save” in every page before
returning to the main screen.

Package naming rule white list

com.microsoft.*

ﬁ Add pack naming rule

[Example]
com.android.*

Any app which package names
"com.android” or starts with
"com.android." will be add into
allowed app list automatically.

com.microsoft

Add Rule
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THE INSTALLED APK MATCHES THE NEWLY-ADDED PACKAGE NAMING RULE

Before the package naming rule(s) is set, any installed apk will not be displayed if it is not
selected to be shown on “Allowed apps list”. Once administrator add the rule(s) to “Package
naming rule white list”, the installed apk which matches the rule(s) will be added to

“Allowed apps list” automatically.

For example, the installed apk “com.microsoft.office.word” is not on the “Allowed apps list”.
After setting “com.microsoft” as the package naming rule, the installed apk
“com.microsoft.office.word” is automatically added to “Allowed apps list”.

Applications Management

ALLOWED AUTO START
APPS APPS

RECENT APPS
WHITELIST

ReaderConfig

sw.programme.readerconfig.MainA

SoftwareTrigger

com.Cipherlab.SoftwareTrigger.Mai.

Language & input
Settings

com.android.settings.LanguageSet...

File Manager

com.mediatek.filemanager.FileMan

P Add package naming rule

[Example]
com.android.*

Any app which package names
"com.android” or starts with
"com.android." will be add into
allowed app list automatically.

com.microsoft

Available Applications

0) Settings

com.android.settings.Settings

a SIM Toolkit

com.android.stk.StkMain

v ® SoftwareTrigger

com.Cipherlab.SoftwareTrigger.Main..

% Theme Shop

com.campmobile.launcher.shop.Sho..

Voice Search

com.google.android.googlequicksea...

&@) WMDSInstaller

=¥ sw.programme.wmdsinstaller.MainA...

e Word

com.microsoft.office.apphost.Launc...

YouTube

com.google.android.youtube.app.ho...

Save

Package naming rule white list

com.microsoft.*

Add Rule Cancel
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APPS APPS

Applications Management

ALLOWED

AUTO START RECENT APPS

WHITELIST

Add Package Naming Rule l

Add Shortcut

Add App

Applications Management

ALLOWED
APPS APPS

AUTO START RECENT APPS

WHITELIST

ReaderConfig

sw.programme.readerconfig.MainA

SoftwareTrigger

com.Cipherlab.SoftwareTrigger.Mai.

Language & input
Settings

com.android.settings.LanguageSet...

File Manager

com.mediatek.filemanager.FileMan

Word

com.microsoft.office.apphost.Laun..
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INSTALLING APK AFTER SETTING PACKAGE NAMING RULE

Once administrator add the rule(s) to “Package naming rule white list”, users can manually

install the apk which match the rules. The following example is adding “com.microsoft” as
the package naming rule:

Package naming rule white list

1) In admin mode, setting
“com.microsoft” as the [ ——
package naming rule.

»

[Example]
com.android.*

Any app which package names
"com.android" or starts with

"com.android.” will be add into
allowed app list automatically.

com.microsoft

Add Rule

2) In user mode, manually installing the apk “com.microsoft.skydrive” which matches the

package naming rule “com.microsoft”, and the apk “com.microsoft.skydrive” is
successfully installed.

AppLock Allowed Apps i a > Internal sharec > blueiouth> c OneDrive AppLock Allowed Apps
0. Applock_v1.2.5.apk
% (<] % Size 1.76 MB % (i) g
ReaderConfig SoftwareTrig.. Language&i  File Manager .. com.microsoft.skydrive_5.19-20251¢ ReaderConfig SoftwareTrig.. Language&i.. FileManager
“* Size 45.21 MB
mg .. matomemo.apk mg &
o279 MR | |

Word OneDrive

cirrer[TY]

Smarter

cirrer[TY]

Smarter

.. WMDSlInstaller_CipherLab_v1.0.70.ap
= size1.73MB App installed.

= RK25 wallpaper.png
== Size 22.85KB

DONE OPEN
-, Q :
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3) In user mode, manually installing the apk “matomemo.apk” which doesn’t match any
rules on “Package naming rule white list”, and it is blocked.

AppLock Allowed Apps : & >Intemal sharec > bluetooth> a >Intemal sharec > bluetooth>

AppLock_v1.2.2.apk AppLock_v1.2.2.apk
% @ ﬁ Size 1.76 MB Size 1.76 MB

Rescerconigh SonwaraTrig i Languape & 1o Lrile Manager com.microsoft.office.word_16.0.110 com.microsoft.office.word_16.0.110
Size 69.36 MB Size 69.36 MB
mg Y com.microsoft.skydrive_5.19-202519 com.microsoft.skydrive_5.19-202519
Size 45.21 MB Size 45.21 MB
Word OneDrive
matomemo.apk matomemo.apk
Size 3.72 MB Jl Size 3.72 MB
ClP"ER LAB | Screenshot Hhuch_v1.5.7_apkpure.co ]
Smarter Sizad12MA AppLock blocked Package installer. It is
not an Allowed app.
F_., [} E GO ay oto e e
el == Size 7.36 KB
[ VR [ Wallpaper.png
== Size 44.32 KB == Size 44.32 KB
o, Q : -, Q 1

DELETE PACKAGE NAMING RULE(S)

Please log in as admin and access Applications Management - “Add” button T > Add
Package Naming Rule”, and follow the steps to delete the package naming rules:

Applications Management Applications Management Package naming rule white list

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST
com.microsoft.*

ReaderConﬁg com.google.*

sw.programme.readerconfig.MainA.

SoftwareTrigger

com.Cipherlab.SoftwareTrigger.Mai.

Language & input
Settings
com.android.settings.LanguageSet Add Package Naming Rule

File Manager

com.mediatek.filemanager.FileMan

Add Shortcut
Word

com.microsoft.office.apphost.Laun

skydrive.Main xmvn H

Save Add Rule

. Add App
OneDrive
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TO DELETE A SINGLE RULE

1) In “Package naming rule white list” page, tap on “Edit” button . on the right side of
the rule you would like to remove to open its “Edit package naming rule” pop-up
window.

Package naming rule white list

com.microsoft.*

com.google.*

ﬂ Edit package naming rule

com.microsoft

Remove

Add Rule Cancel

2) Tap on “"Remove” to delete this rule, and confirm by tapping on “"Done”
3) The rule is now removed. Make sure to tap on “Save” in every page before returning to
the main screen to make your settings take effect.

Package naming rule white list

com.google.*

AP Rules be changed

Remove .
Some package naming rules has

Are you sure o remove? been changed or removed, the
related apps will remove from
allowed list too. Are you sure to
continue?

(0] 4 Cancel

l Save Add Rule Cancel
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TO DELETE ALL RULES

| |
1) In “Package naming rule white list” page, tap on “More” button = on the action bar.

Package naming rule white list

com.microsoft.* Remove A”

com.google.*

Add Rule Cancel

2) Tap on “Remove All” and confirm by tapping on “Done”.

3) All rules are removed. Make sure to tap on “Save” in every page before returning to the
main screen to make your settings take effect.

Package naming rule white list

P Rules be changed
Remove All
Some package naming rules has
been changed or removed, the
related apps will remove from
allowed list too. Are you sure to
continue?

Are you sure to remove all?

OK

I Save Add Rule Cancel
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Note:

Remove “package naming rule” will delete the relative apps at the same time.

AppLock

[ © e &

ReaderConfig SoftwareTrig.. Language &i.. File Manager

Word OneDrive

Package naming rule white list

com.microsoft.*

com.microsoft

CIPHER

Smarter

Are you sure to remove?

Add Rule Cancel

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

ReaderConfig

mr

SoftwareTrigger
P com.Cipherlab.SoftwareTrigger.Mai.

Language & input
Some package naming rules have Settings
been changed or removed, the
related apps will remove from

allowed list too. Are you sure to File Manager
continue? com.mediatek.filemanager.FileMan

com.android.settings.LanguageSet

oK [ Tancel
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Package naming rule white list

com.google.*

Add Rule Cancel

AppLock

[ © e &

ReaderConfig SoftwareTrig.. Language &i.. File Manager

Allowed Apps &

o= LAB|

Smarter
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3.1.4 DELETE APPLICATIONS OR SHORTCUTS

To delete an application or shortcut:

1) In the Allowed Apps tab page under Applications Management screen, tap the
application or shortcut to edit.

2) Tap on “"Remove” in the bottom, and confirm by tapping on “Done”.

Application Settings

ReaderConfig

=y sw.programme.readerconfig.MainActivity

Label

ReaderConfig

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen Remove

pinning Mode. It requires Long press Back

Key and input the admin's password to Are you sure to remove?
unlock.

RENT Cancel
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3.1.5 CLEARALL APPLICATIONS AND SHORTCUTS

You may clear all applications and shortcuts made available to the Allowed Apps view. The
steps to clear all applications differs base on the scenario as following:

NO APPS ON ALLOWED APPS LIST ARE AUTOMATICALLY ADDED BY PACKAGE NAMING RULE

If all the apps and shortcuts on the “Allowed Apps list” are all manually added by administor,
all apps can be deleted at one time:

1) In the Applications Management screen, tap on “Allowed Apps”.

]
2) Tap the More button = on the action bar.

3) Tap on “Remove All” and confirm by tapping on “Done”. All the applications and
shortcuts on the Allowed Apps view will be cleared.

Applications Management

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

ALLOWED AUTO S1
APPS arpi  Remove All

File Manager

com.mediatek.filemanager.FileMan

Calculator

com.android.calculator2.Calculator

Calendar Remove All

com.android.calendar.AllinOneActi
Are you sure to remove all?

Camera y

com.android.camera.Cameralaunc..

Cancel
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ALL APPS ON ALLOWED APPS LIST ARE AUTOMATICALLY ADDED BY PACKAGE NAMING RULE
If there are only apps added by “Package Naming Rule” on the “Allowed Apps list”, you can

delete all of them by:

1) In the Applications
Management screen, tap on
“Allowed Apps”.

|
2) Tap the More button = on
the action bar.

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Package naming rule white list

com.microsoft.*

com.google.*

N Drive

com.google.android.apps.docs.ap..

s« Duo

com.google.android.apps.tachyon....

Gmail

com.google.android.gm.Conversati...

Google

com.google.android.googlequickse.

Hangouts
com.google.android.talk.SigninglIn.

Maps

com.google.android.maps.MapsAc...

OneDrive
com.microsoft.skydrive.MainActil

Add Rule Cancel Save

The Package Naming Rule The Allowed Apps List

3) Tap on “Remove All and Package rule” and confirm by tapping on “Done”. All the applications
on the Allowed Apps view will be cleared.

Applications Management I

ALLOWED AUTO START RECENT
APPS APPS

N Drive

com.google.android.apps.docs.ap..

= D

com.google.android.apps.tachyon....

Gmail

com.google.android.gm.Conversati...

Google

com.google.android.googlequickse.

Hangouts
com.google.android.talk.Signingin.

Maps

com.google.android.maps.MapsAc...

OneDrive
com.microsoft.skydrive.MainActi

Save

Applications Management

ALLOWED AUTO START RECENT APPS

witel Remove all and Package rule APPS APPS WHITELIST
-

Are you sure to remove all (include
apps related to Package naming

rules and all rules)?

Done Cancel
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Please note that deleting all apps by "Remove All and Package rule”, your “Package Naming
Rule” on “Package naming rule white list” will be all removed at the same time.

Package naming rule white list Package naming rule white list

com.microsoft.*

com.google.*

Remove All

Are you sure to remove all (include
apps related to Package naming
rules and all rules)?

Add Rule Cancel Add Rule Cancel

The Package Naming Rule Delete all apps on Allowed The Package Naming Rule
(original) Apps list by "Remove All and (after performing "“Remove
Package rule” All and Package rule”)

ALLOWED APPS LIST CONTAINS BOTH MANUALLY-ADDED APPS & APPS AUTOMATICALLY ADDED
BY PACKAGE NAMING RULE

If manually-added apps, shortcuts, and apps automatically added by Package Naming Rule
are all listed on “Allowed Apps list”, you may delete them by:

REMOVE ALL EXCLUDE PACKAGE RULE

1) In the Applications Management screen, tap on “Allowed Apps”.

2) Tap the More button = on the action bar.

3) Select “Remove all exclude Package rule”, and all the manually-added apps & shortcuts
will be removed while apps automatically added by Package Naming Rule remain on
“Allowed Apps list”.
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Applications Management : I Remove all exclude Package rule Applications Management

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST

chthi Remove @il and Package rule m OneDrive

com.android.calendar.AlllnOneActi com.microsoft.skydrive.MainActivity

Camera @ Word

com.android.camera.Cameralaunc.. - ve A | | com.microsoft.office.apphost.Laun...
V

Chrome

com.google.android.apps.chrome...

Are you sure to remove all
Bluetooth Settings (exclude apps related to Package
com.android.settings.bluetooth.Blu naming rules)?

OneDrive Done Cancel

com.microsoft.skydrive.MainActivity

Word

com.microsoft.office.apphost.Laun..

REMOVE ALL AND PACKAGE RULE

To remove all the apps and shortcuts including manually-added apps and apps added by
Package Naming Rule at one time, please tap on “Allowed Apps” tab page - the More

button = on the action bar > “Remove all and Package rule”

Applications Management : Remove all exclude package rule Applications Management

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST
———

Remove all and Package rule
Calendar & g

com.android.calendar.AllinOneActi

Camera
com.android.camera.CameralLaunc..

spriove All
Chrome

com.google.android.apps.chrome...

Are you sure to remove all (include

apps related to Package naming
rules and all rules)?

Bluetooth Settings

com.android.settings.bluetooth.Blu

OneDrive

com.microsoft.skydrive.MainActivity

Word

com.microsoft.office.apphost.Laun.
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By selecting "Remove All and Package rule”, your “"Package Naming Rule” on “Package
naming rule white list” will be all removed at the same time.

Package naming rule white list Package naming rule white list

com.microsoft.*

com.google.*

Remove All

Are you sure to remove all (include
apps related to Package naming
rulas and all rules)?

Add Rule Cancel Add Rule Cancel
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3.1.6 RENAME APPLICATIONS OR SHORTCUTS

To rename an application or shortcut:

1) In the Applications Management screen, tap on “Allowed Apps”.
2) Tap an Application you would like to rename.

3) Edit its new name in the blank under Label, and confirm the word you enter.
4) Tap on “Save” to save the name.

5) The new name will show on the Allowed Apps view, tap on “Save” to save this setting.

Applications Management Application Settings

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST . ! Calendar
T com.android.calendar.AllinOneActivity

Calculator

com.android.calculator2.Calculator

Calendar ) schedule

com.android.calendar.AllinOneActi
Hide icon on AppLock desktop.

Camera

Screen pinning: Launch this app in Screen
com.android.camera.CameralLaunc.. p g pp

pinning Mode. It requires Long press Back
Key and input the admin's password to
Chrome unlock.

com.google.android.apps.chrome

Remove

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

CaICUIatOr Calculator Schedule Camera

com.android.calculator2.C;

Schedule

com.android.calendar.AllinOneActi

Camera

=——
com.android.camera.CameraLaunc.. CIP'.ER LAB

Smarter
Chrome

com.google.android.apps.chrome
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3.2 AUTO START APPS VIEW

3.2.1 SET APPLICATION AS AUTO START APPS

To set an application to auto start once AppLock launches:

1) In the Applications Management screen, tap Auto Start Apps.

2) Tap . on the right of the application to add it to Auto Start Apps.
3) The application will be added to the Auto Start Apps view.

4) Tap Save to save the setting.

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
=

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
=

Schedule

com.android.calendar.AllinOneActi...

Chrome

com.google.android.apps.chrome...

Note:
You may add more than one application to the Auto Start Apps view.
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3.2.2 REMOVE APPLICATION

To cancel auto start of the application:

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
—_—

1) On Auto Start Apps view, tap on . on the right of
the application.

Schedule
2) Tap on “Save". com.android.calendar.AllinOneActi..

Chrome

com.google.android.apps.chrome....

3.2.3 CLEARALL APPLICATIONS

You may clear all applications made available to the Auto Start Apps view.

. . E Applications Management
1) In the Applications Management screen, tap on .
ALLOWED

“Auto Start Apps”. APPS _1 Clear Auto Start

= ) Adjust Auto start delay
2) Tap the More button = on the action bar.

Schedule

com.android.calendar.AllinOneActi...

3) Tap on “Clear Auto Start” in the drop-down menu.

The applications on the Auto Start Apps view will be Chrome
cleared. com.google.android.apps.chrome..
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3.24 ADJUST AUTO START DELAY

“Adjust Auto Start Delay” is to specify a certain amount of time to delay launching the Auto
Start Apps at ApplLock startup. The default setting is 0 (second).

Applications Management

ALLOWED AUTO START RECENT AP|
APPS APPS WHITELIS] Clear Auto Sta rt

Calculator

com.android.calculator2.Calculator

Adjust Auto start delay
||

Calendar

com.android.calendar.AllinOneActi...

Auto start delay (second)

A-Demo

sw.programme.demos.ui.activity.M...

Cancel

To configure the delay time:

1) In the Applications Management screen, tap on “Auto Start Apps”, and then tap on the
|

More button = on the action bar. Select “Adjust Auto start delay” in drop-down menu.

2) Input the delay time (the maximum is 30

seconds) in the pop-up window and then tap on Auto start delay (second)
“"DONE” to save the setting.

Cancel

3) Make sure to tap on “Save” in every page before returning to the main screen.
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Once the delay time is set, everytime you launch AppLock or boot up the mobile computer
whose home app is set to be AppLock, those “Auto Start Apps” will be launched after the
delay time. During the delay time, the prompt “Preparing Auto Start App” is displayed on
screen.

July 2019 ~ 4] i

0 MON1 TUE2 WED3 THU4 FRI 5

Preparing Auto Start App

O 7

Note:

If the mobile computer (whose home app is AppLock) is booted up or rebooted, the
“Preparing Auto Start App” screen shows up during the preiod before the system booting
is completed, thus, it may take few more seconds to wait for "Auto Start Apps” to show up
even the delay time is set to be 0 second.
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3.3 MORE APPLICATION SETTINGS FOR ALLOWED APPS VIEW

Except of the basic settings, such as add or delete applications and rename applications,
Allowed Apps Views offers more applications settings for administrator to further control
the interface provided to users.

Application Settings

Applications Management

ALLOWED AUTO START RECENT APPS
APPS WHITELIST

q Chrome

com.google.android.apps.chrome.Main

Chrome

com.google.android.apps.chrome.... Label

Chrome

Clock

com.android.deskclock.DeskClock

. Hide icon on AppLock desktop.
Settings

comandroidisettings.Settings Screen pinning: Launch this app in Screen

pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Site protection

Remove Cancel

3.3.1 HIDE ICON ON APPLOCK DESKTOP

“Hide icon on AppLock desktop” is the function for the (@ vviication settings
administrator to determine whether an app on
Allowed Apps list is visiable in Allow Apps view of the
main screen.

q Chrome
com.google.android.apps.chrome.Main
Label
Chrome
With “Hide icon on AppLock desktop” enabled, the app

. . N . Hide i AppLock desktop.
will not be shown in Allow Apps view no matter in SRR S

Screen pinning: Launch this app in Screen

Admin Mode or User MOde, but itis still operational as pinning Mode. It requires Long press Back
. . Key and input the admin's password to
other apps displayed on Allow Apps view. unlock.

Site protection

Remove Cancel
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To enable “Hide icon on AppLock desktop”, please:

1) Login to Admin Mode, and enter Applications Management screen.

AppLock
9

Chrome clock Clear Recent AppS

About

P Login
CIPI-ER

Smarter

Show password

Cancel

AppLock Allowed Apps

‘ User Mode

K4

Apps Management...
Import

Export

Options...

Launch System Settings
Reset To Default

Clear Recent Apps
About

Exit

2) In Application Management page, tap the application or shortcut on Allowed Apps list
to enter its “Application Settings” page. Tick “Hide icon on AppLock desktop” and tap

“Save”.

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

O]

Chrome

com.google.android.apps.chrome.

Clock

com android deskclock Des|

Settings

com.android.settings.Settings
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Settings

com.android.settings.Settings

Label

Settings

/ Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Remove
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3) This app icon on Allowed Apps list is now darker than those apps without “Hide icon on

AppLock desktop” enabled.
Make sure to save before leaving Application Management screen.

Applications Management AppLock Allowed Apps :

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST q ¢
Chrome Chrome Clock

com.g android.a

Clock

com.android

Settings

com.android.settings.Settings CIP'{R LAB |

Smarter
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3.3.2 SCREEN PINNING

Applications with “Screen Pinning” function enabled could not be exited or closed by tapping
any hardware buttons or by any means, even if the application itself offers the
quit/exit/leave function. The only way to unpin the screen-pinned application is to long
press 3 Back button and then input the admin password in the “Unpin Application”
pop-up window.

Once the application is unpinned, click “= Back button again to exit it.

ENABLE SCREEN PINNING FUNCTION FOR AN APPLICATION

To enable “Screen Pinning” function for a certain application, please:

1) Enter Application Management > Allowed Apps tab page
2) Click the application to be enabled “Screen Pinning”, and tick the screen pinning function
in its Application Settings page.

3) Save the settings. The screen-pinned application is now with a lock icon ﬂ in the
lower-right corner.

Application Settings AppLock Allowed Apps

ReaderConfig

ey sw.programme.readerconfig.MainActivity

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Chrome

com.google.android.apps.chrome...

Chrome Clock ReadeConfig sjoftwareTrig...
Label

ReaderConfig

Clock

com.android.deskclock.DeskClock
Hide icon on AppLock desktop.
ReaderConfig

reen pinning: Launch thi in Screen
sw.programme.readerconfig.MainA. Screen p g: Launch this app in Scree

 Pinning Mode. It requires Long press Back
. Key and input the admin's password to
SoftwareTrigger umyock

com.Cipherlab.SoftwareTrigger.Mai..

Remove Cancel

Note:

Only the device with Android version 6.0 or later supports Screen Pinning function.
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AUTO START APP WITH SCREEN PINNING ENABLED

Application Settings

ReaderConfig

=== sw.programme.readerconfig.MainActivity

Label

ReaderConfig

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen
 Pinning Mode. It requires Long press Back
Key and input the admin's password to

unlock.

Remove

ALLOWED
APPS

g
ReaderConfig

o

AUTO START

Applications Manaaement

RECENT APPS
APPS WHITELIST

sw.programme.readerconfig.MainA..

To set a screen-pinned application to be auto started, follow the steps of Set Application as
Auto Start Apps. Please note that ONLY ONE application with “Screen Pinning” function
enabled could be set to be auto started.

Under the circumstances listed below, no screen-pinned application could be set as Auto

Start App:

WHEN THERE’'S MORE THAN 1 AUTO START APP AND NO SCREEN-PINNED APPS.:

No Auto Start Apps could be set to be screen-pinned application until all the Auto Start Apps
are cleared, or to remain only one Auto Start App to be enabled screen pinning.

Applications Management

ALLOWED AUTO START
APPS APPS

RECENT APPS
WHITELIST

Chrome

com.google.android.apps.chrome...

ReaderConfig

sw.programme.readerconfig.MainA

Camera

com.android.camera.Cameralaunc...
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ALLOWED AUTO START
APPS APPS

RECENT APPS
WHITELIST

9 Chrome
e R e
ReaderConfig
w—t  sw.programme.readerconfig.MainA

T@ SoftwareTrigger [

com.Cipherlab.SoftwareTrigger.Mai...

Calendar

com.android.calendar.AlllnOneActi..

Camera

com.android.camera.Cameralaunc...

Location Settings

com.android.settings.Settings$Loc...

Bluetooth Settings
com.android.settings.bluetooth.B

Save

Application Settings

ReaderConfig

sw.programme.readerconfig.MainActivity

Label

ReaderC

creen pinning: Launch this app in Screen
inning Mode. It requires Long press Back

= €Y and input the admin's password to
- OO -

Only allow to AutoStart a single app with
screen pinning mode.

Remove Cancel
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WHEN THERE’S AUTO START APP(S) WITHOUT SCREEN PINNING FUNCTION ENABLED:
No screen-pinned Apps could be set as Auto Start App until all the Auto Start Apps are

cleared.
Applications Management ] Applications Management ] Applications Management :
ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS

APPS APPS WHITELIST APPS APPS WHITELIST APPS APPS WHITELIST
Chrome

com.google.android.apps.chrome

Chrome

com.google.android.apps.chrome

9 Chrome

com.google.android.apps.chrome.

ReaderConfig

sw.programme.readerconfig.MainA..

ReaderConfig

sw.programme.readerconfig.MainA..

ReaderConfig

sw.programme.readerconfig.MainA..

SoftwareTrigger

com.Cipherlab.SoftwareTrigger.Mai

Calendar

ndroid.calendar.AllinOneActi.. 5 B
20e = e Only allow to AutoStart a single app with

screen pinning mode.

com.android.camera.Cameralaunc...

com.android.settings.SettingsSLoc..

Bluetooth Settings
com.android.settings.bluetooth.B

Save

WHEN THERE'S MORE THAN 1 SCREEN-PINNED APP AND NO AUTO START APPS:
Only one screen-pinned App could be set as Auto Start App.

Applications Management : Applications Management Applications Management :

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST APPS APPS WHITELIST

°J

o] Chrome

chm.google.android.apps.chrome...

Clock

com.android.deskclock.DeskClock

FeaderConfig

v.programme.readerconfig.MainA..

Only allow to AutoStart a single app with
screen pinning mode.

>
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SHUT DOWN WHILE STAYING IN A SCREEN-PINNED APPLICATION

If the mobile computer is shut down while the screen stay in a screen-pinned application,
next time the mobile computer is booted up, the screen will restore to the screen-pinned
application even this screen-pinned application is not the Auto Stat App.

ReaderConfig

General Settings

Scanner Preferences

Data Output

Enable Reader

Notification Settings
@ Power off Shut down & boot up.
/i

1D Symbologies

2D Symbologies

Miscellaneous

Transmit AIM Code ID O
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UNPIN AN APPLICATION

To unpin an application with Screen Pinning function enabled:

1) Long press = Back button till a pop-up window appears.

ReaderConfig

0o CIPI-ER °

ReaderConfig i
General Settings

Scanner Preferences

General Settings

Scanner Preferences

Data Output
Enable Reader Data Output
Enable Reader

Notification Settings

Notification Settings

Symbology el
1D Symbologies
1D Symbologies
2D Symbologies
Miscellaneous

2D Symbologies

Miscellaneous

Transmit AIM Code ID O

To unpin this screen, touch & hold Back.

Transmit AIM Code ID

2) Input the admin password in “Unpin Application” pop-up window, and tap “Login".

»

Show password

Login Cancel
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3) The application is now unpinned. Click = Back button again to exit the application.

AppLock Allowed Apps

o @€ [l ©

Chrome Clock ReaderConfig SoftwareTrig...

o
O = cwrzn
Y TR R

ReaderConfig

General Settings

Scanner Preferences ‘

Data Qutput
Downloads

Enable Reader

Notification Settings CIPI'ER LABl
| symboogy | il

1D Symbologies

2D Symbologies

‘I[ Transmit AIM Code ID a

Screen unpinned

DISABLE THE SCREEN PINNING FUNCTION FOR AN APPLICATION

To disable “Screen Pinning” function for an application, please:

1) Enter Application Management > Allowed Apps tab page.

2) Click the screen-pinned application to enter its Application Settings page to untick the
screen pinning function.

3) Save the settings.
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ENABLE SCREEN PINNING WHEN LOCK SCREEN IS NOT SET AS “NONE” OR “SWIPE”

To enable Screen Pinning function, the device screen lock should be “None” or “Swipe”. If
not, when trying to set Screen Pinning for certain applications, or trying to open an
application with Screen Pinning function enabled, a warning message will appear to ask
if you would like to allow AppLock to set Screen lock setting to “Swipe”.

Application Settings
T ReaderConfig

==y sw.programme.readerconfig.MainActivity

Label

' ’ ReaderConfig
Device security
Screen lock Q Hide icon on AppLock desktop. P
Pattern Screen pinning: Launch this app in Screen
 Pinning Mode. It requires Long press Back
Key and input the admin's password to Allow Applock to set Screen lock
Smart Lack unlock. setting to "Swipe"'?

& Choose screen lock

Cancel

None

Swipe

(PEHE m

Current screen lock

PIN Remove Cancel

N

\Password

r AppLock Allowed Apps &

Device administration ‘ r %

Chrome Clock ReaderConfig

¥

Downloads

cirrer[TY)

[ Allow Applock to set Screen lock
setting to "Swipe"?

Cancel

Note: Screen lock could be set in App Drawer (All Applications) @Bettings &
Security
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3.3.3 SITE PROTECTION

For Android default browser and Chrome, AppLock supports the function “site protection”
which could set certain sites as blacklist or whitelist for up to 32 URLs.

ENABLE SITE PROTECTION
To enable “site protection”, please:

1) Login “"Admin Mode” to enter Applications Management page. Tap “Add App” to add
Android default browser/ Chrome to Allowed Apps list.

pplications Management

ﬁ Anplications Management Available Applications

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
——

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
e
% Browser
me.android.brow

B Calculator

com.android.calculator2.Calculator

9 Chrome

com.google.android.apps.chrome.

Calendar
= com.android.calendar.AlllnOneActivity

E Camera

9 Chrome

com.google.android.apps.chrome.M.

' Clock

com.android.deskclock.DeskClock

Contacts

com.android.contacts.activities.Peo..

Downloads

ntsui.Launcher...

2) In “Allowed Apps” tab page of Applications Management, tap Android default browser/
Chrome to enter its Application Settings page, and then tap “Site protection”.

Applications Management P Application Settings

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST () Chrome
com.google.android.apps.chrome.Main
4% Browser
” __me android brov vity Label

C) Chrome Chrome

com.google.android.apps.chrome.

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

I Site protection

Remove Cancel
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3) The default setting of Site protection is disabled. To enable site protection, tap “Site
protection disabled” and select “Blacklist mode” or “Whitelist mode” in the popup

window.

Site protection

Site protection disabled

Tap to configure Site protection mode

Site protection :

Blacklist mode

Tap to configure Site protection mode

SITELIST SITELIST

Site protection

Disable

Blacklist mode

Whitelist mode

Cancel Save Add new site Cancel

Setting Description

Disable The function “site protection” is not enabled.

Blacklist mode Those URLs on Site List are prohibited to be visited.
Whitelist mode Only those URLs on Site List are permitted to be visited.

4) Tap “Add new site” in the bottom of the screen to enter URL as blacklist or whitelist.
Make sure to “Save” before leaving Site protection and other previous pages to make

the settings take effect.

Blacklist mode

Tap to configure Site protection mode

SITELIST

[Example]

Site domain: abc.com

Site domain:
https://www.abc.com/admin
Protocol domain: http:/*

Cancel

Save Add new site Cancel

Blacklist mode

Tap to configure Site protection mode
SITELIST

hi

Add new site Cancel
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LAUNCH ANDROID DEFAULT BROWSER/ CHROME WITH SITE PEOTECTION ENABLED

In AppLock main screen (no matter in Admin mode or User mode), tap Android default
browser or Chrome to launch it, and input the web address directly or select the website

from your bookmark.

AppLock Allowed Apps : www.cipherlab.com|

www.cipherlab.com
www.cipherlab.com

Browser

www.cipherlab.com

www.cipherlab.com.au
www.cipherlab.com.aL

de.cipherlab.com
de.cipherlab.com

¢ Mobile bookmarks Q. X
G Google
www.google.com.tw
w Wikipedia, the free encyclopedia
en.m.wikipedia.org
Yahoo

us.yahoo.com

The webpage is blocked if it is on Site List in Blacklist mode, or if it is excluded from Site List

in the Whitelist mode.

n.m.wikipedia.org A m@

S\'te protection ' \ttps

Blacklist mode (

Tap to col
SITE LIST E

en.m.wikipedia.org is blocked

The person wha set up this computer has chasen

to block this site.

Try contacting the system admin

ERR_BLOCKED_BY_ADMINISTRATOR
Remove Cancel

DETAILS

Add new site Cancel

Blacklist Mode
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Site protection
| Whitelist mode

Tap e Site protectic

SITE LIST

om

|yahoo.con1

Remove

Add new site

1ttps://en.m.wikipedia.org

=

=

to block this site.

ERR_BLOCKED_BY_ADMINISTRATOR

Cancel

DETAILS

Cancel

Whitelist Mode

en.m.wikipedia.org is blocked

The person wha set up this computer has chosen

Try contacting the system admin
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REMOVE URL FROM SITE LIST

To move a certain URL from Site List, please tap on the Edit icon . or the URL directly in
Site protection page to open the “Edit site” window and select "Remove”.

u
To remove all URLs on Site List at once, please tap the menu icon = atthe top right corner
of Site protection page, and tap "Remove All”".

Site protection

Whitelist mode

Tap to configure Site protection mode

Whitelist mode Remove All

Tap to configure Site protection mode
—
SITELIST SITE LIST

http://zzzscore.com http://zzzscore.com

https://*

6‘9 Edit site

https://*

Remove Cancel

Save Add new site Cancel

Save Add new site Cancel

Remove one URL Remove All URL

ADD NEW SITE

Administrator could add up to 32 URLs to “Site List”, and all the URLs listed on Site List will
be either on Blacklist or Whitelist depending on the mode you select for Site protection.

In Site protection page, tap “Add new site” and input URL in the popup window. Tap Done
and then “Save” in every page before returning back to the main page.
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The examples of the valid URL to be added are as below:
1) Input the protocol and an asterisk, e.g. http://* or https://*

All the webpages start with protocol “http://” or “https://”would never be visited in
Blacklist mode whereas no webpage could be visited except of those starts with
“http://” or “https://” in Whitelist mode.

In Blacklist mode:

Site protection

ist mode

taction mode

[Example]

Site domain: abc.com

Site domain:
https://www.abc.com/admin
Protocol domain: http:/*

https://*

Cancel

Save Add new site Cancel

In Whitelist mode:

Site protection

mode

¢tion mode

[Example]

Site domain: abc.com

Site domain:
https://www.abc.com/admin
Protocol domain: http://*

https://*

Cancel

Add new site Cancel
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n.m.wikipedia.org m

=]

en.m.wikipedia.org is blocked

The person who set up this computer has chosen

to block this site

ERR_BLOCKED_BY_ADMINISTRATOR

DETAILS

zz75¢C0rE.COM M

Restart

7]k

9 |12 123111117

|en.m,wik|ped\a,org (]

Today's featured article

Hurricane Marie is tied as
the seventh-most intense

Pacific hurricane on record,

attaining a barometric
pressure of 918 mbar (hPa;
nurricanes gale-Torce ' winas spanneaan
area 575 miles (925 km) across. Although
its center remained well away from land, its
large size created dangerous surf from
Southwestern Mexico to southern
California. Off the coast of Los Cabos,
three people drowned after their boat
capsized in rough seas. In Colima and
Oaxaca, heavy rains and flooding from
outer bands caused two fatalities. Toward
the end of August, swells of 10to 15 ft (3.0

= WikipEDIA Q

zzzscore.com Ol

=]

zzzscore.com is blocked

The person who set up this computer has chosen

to block this site

Try contacting the system admin

ERR_BLOCKED_BY_ADMINISTRATOR

DETAILS
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2) Input the domain name, e.g. yahoo.com

All the webpages with the domain name “yahoo.com” would never be visited in
Blacklist mode whereas no webpage could be visited except of those with the
domain name “yahoo.com” in Whitelist mode.

In Blacklist mode:

Site protection

Blacklist mode

Tap to configure Site protection mode

SITELIST

&

[Example]

Site domain: abc.com

Site domain:
https://www.abc.com/admin
Protocol domain: http://*

yahoo.com

Save Add new site Cancel

In Whitelist mode:

Site protection

Whitelist mode

Tap t gure Site protection mode

SITELIST

&

[Example]
Site domain: abc.com
Site domain:

https://www.abc.com/admin
Protocol domain: http://*

yahoo.com

Cancel

Add new site Cancel

us Jahoo.com M

yahoo.com is blocked

The person who set up this computer has chosen
to block this site

Try contacting the system admin

ERR_BLOCKED_BY_ADMINISTRATOR

DETAILS

@ https://en.m.wikipedia.org m :
= WIKIPEDIA Q

Today's featured article

Hurricane Marie is tied as
the seventh-most intense
Pacific hurricane on record,
attaining a barometric
pressure of 918 mbar (hPa;
27.11 inHg) in August 2014. At its peak, the
hurricane's gale-force winds spanned an

area 575 miles (925 km) across. Although
its center remained well away from land, its
large size created dangerous surf from
.outhwestern Mexico to southern
California. Off the coast of Los Cabos,
three people drowned after their boat
capsized in rough seas. In Colima and
Oaxaca, heavy rains and flooding from
outer bands caused two fatalities. Toward
the end of August, swells of 10 to 15 ft (3.0

2,335,343

reactions in the past 24 hours

There are no alternate facts, just news, stories &
community reactions

Install the Newsroom app

Black Men Arrested At
1\ Starbucks Said They Were The...

More California Cities And
Counties Reject State's Pro-...

Russia's game of Telegram
whack-a-mole grows to 19M...

en.m.wikipedia.org m

en.m.wikipedia.org is blocked

The person who set up this computer has chosen

to block this site

Try contacting the system admin

ERR_BLOCKED_BY_ADMINISTRATOR

DETAILS
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3) Input the protocol and the domain name , e.g. http://zzzscore.com

All the webpages with both the protocol “http://” and the domain name

“zzzscore.com” would never be visited in Blacklist mode whereas no webpage
could be visited except of those with both the protocol “http://” and the domain
name “zzzscore.com” in Whitelist mode.

In Blacklist mode:

Site protection

Whitelist mode
Ta e protec

SITELIST
httprL{zzzscare con

[Example]
Site domain: abc.com
Site domain:

https://www.abc.com/admin
Protocol domain: http://*

http://zzzscore.com\

Done Cancel

Add new site

In Whitelist mode:

Site protection

Whitelist mode

Tap to configure Site protecti¢n mode

SITELIST

&

[Example]

Site domain: abc.com

Site domain:
https://www.abc.com/admin
Protocol domain: http://*

http://zzzscore.com\

Done Cancel

Save Add new site Cancel

Note:

If both Android default browser and Chrome are installed in the device, the setting of

zzzscore.com/1to50/e 0

zzzscore.com is blocked

The person who set up this computer has chosen

to block this site.

Try contacting the system admin.

ERR_BLOCKED_BY_ADMINISTRATOR

DETAILS

A https//zzfscore.com/1 e

]

Restart

zzzscore.com/11050/e

0.000 1
BH 1to50

Gl Rl

Site protection and Site List works for both of them.
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zzzscore.com is blocked

The person who set up this computer has chosen

to block this site.

Try contacting the system admin.

ERR_BLOCKED_BY_ADMINISTRATOR

DETAILS
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3.34 REARRANGE THE SORTING ORDER OF THE APPS/SHORTCUTS ON DESKTOP

Administractor can rearrange the sorting order of the apps/shortcuts shown on AppLock
main screen by dragging:

1) On“Allowed Apps” view of AppLock main screen, long press the app/shortcut icon you
would like to change its sorting order. Once the app/shortcut icon becomes
translucent, you can move it by dragging.

AppLock Allowed Apps H AppLock Allowed Apps

B e
Camera

Language &

2) Keep pressing and holding the app/shortcut icon, and drag it to change its position.
Release the icon to have it placed.

AppLock Allowed Apps AppLock Allowed Apps AppLock Allowed Apps

P B @ e w8 P ®

Camera Language & .. Chrome Camera  Ca Language & .. Chrome Camera Calendar  Language&i..

) v O v O

WiFi Settings  Display :‘ WiFi Settings  Display Setti...

cif CIPHR Lm

Smarter

Note: You can only rearrange the apps and shortcuts’ sorting order, but not drop them to
the blank space on AppLock main screen.
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3.4 RECENT APPS WHITELIST

I) In the Applications Management screen, tap Recent Apps Whitelist to select the
applications to retain in the recent apps list.

| |
2) Tap menu button = on the toolbar and tap on “Clear Whitelist”.

3) The record of recently used applications will be cleared; while the selected application
will be kept in the list.

Applications Management

Applications Management

ALLOWED AUTO START RECENT APPS

ALLOWED Al T
APPS APPS WHITELI APPS Clear Whitelist

Camera

com.android.camera.CameralLaunc..

Camera

com.android.camera.CameralLaunc..

Calendar

com.android.calendar.AllinOneActi...

Calendar

com.android.calendar.AllinOneActi..
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Option (Administrator Only)

Chapter 4

This chapter specifies the Options menu which is an administrator-only setting group that

controls how ApplLock acts each time it is used.

IN THIS CHAPTER

4.1 Options Menu (Administrator Only) ..o, 70
4.2 NOtification Bar...iiiiviiiiiiiiii it i i aiae e aaas 71
4.3 DiSPlay tiiitiiiiiiii i e 76
L Y =T o{ U o | YN 78
4.5 ASSIST QPP tvvruriiitiiitiiii i 79
4.6 Remove LOCKSCreen ICONS .vvvviereiiieeriinneriiererniaesrnnneeens 81
4.7 USB Connection Allowed ......ccciiiiiiiiiiiiiiii i nnaes 82
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4.1 OPTIONS MENU (ADMINISTRATOR ONLY)
To open the Options menu:

]
) Tap the menu button =

2) Tap on “Options....”

Options menu features the following functions: Notification Bar, Display, Security, Assist
app, Remove Lockscreen Icons, and USB Connection Allowed tab pages.

AppLock Allowed Apps : Options
e l User Mode Notification Bar
A 4

Tap to configure notification bar
Camera ca Apps Management... .
Display

Tap to configure display
Import : . L)

Security
Export Tap to configure security

Options... Assist app

Current: None

Launch System Settings
X Remove Lockscreen Icons
Remove app shortcuts on the lockscreen

Reset To Default

USB Connection Allowed
Clear Recent Apps Allow to connect PC through usb

About

Exit
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4.2 NOTIFICATION BAR

Tap Notification Bar to open settings for the system notification bar.

ﬂOptions

Notification Bar

Tap to configure notification bar

Display

Tap to configure display

Security

Tap to configure security

Assist app

Current: None

Remove Lockscreen Icons
Remove app shortcuts on the lockscreen

USB Connection Allowed

Allow to connect PC through usb

4.2.1 SHOW NOTIFICATION BAR

N3ir9 " m638

Show Notification Bar

To show notification bar

Enable Notification Bar

To enable notification bar

Show filtered notifications

Users can check and intera
notifications from allowed a

Heads-up notifications

To allow applications to show heads-up
notifications

“Show Notification Bar” is the function to shows the notification bar on the top of the screen.
Use the notification bar to check battery status, wireless connection status, and system

notifications.

Enable “Show Notification Bar” Disable “Show Notification

71
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N3 0o O m 640

E Allowed Apps
AppLock Allowed Apps &

4

Notification Bar

Show Notification Bar

To show notification bar

v

Camera Calendar WiFi Settings

] = e

- + Ci Calend WiFi Setti
Enable Notification Bar bz bl

To enable notification bar

Show filtered notifications
: 3 act with

L
r

CIPHER Lm CIPHER Lm

ons

eads-up Smarter Smarter

4.2.2 ENABLE NOTIFICATION BAR

The default setting of “Enable Notification Bar” is unticked. Tick the checkbox to enables the
notification bar.

By enabling the function “Enable Notification Bar”, the notification bar could be slid down to check

& manage system notifications and open Quick Setting Menu. Also, all the notifications on the lock
screen will be shown.

309 m 644

|
tification Bar 3:20 PM 1
Wed, May 9 I
Show Notification Bar 0! 1
To show notification bar 1
Enable Notification Bar :
cation bar I

CIPHERLAB-Guest No SIM card I Quick Settlng

1 a Menu

Heads-up notifications ) I
A Do not disturb Flashlight 1
notificatic I
|
|
Airplane mode I
|
|
]
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If “Enable Notification Bar”is disable, the setting of “Show filtered notifications” takes control

whether to block the notification bar and to show the notifications on the lock screen:

Notification bar can be slid
down.

Show filtered notifications
ON

Show filtered notifications
OFF

Notification bar could be slid
down to reveal notification
drawer.

Unable to slide down the
notification bar.

All notifications on the lock
screen will be shown.

Only the notifications from
Allowed apps will be shown.

No notifications will be shown
on lock screen.
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4.2.3 SHOW FILTERED NOTIFICATIONS

“Show filtered notifications” is for administrators to determine whether showing the
notifications of allowed apps to users. The default setting is enabled, however, this function
doesn’t work when “Enable Notification Bar” is ticked. To make the setting of “Show filtered
notifications” take effect, please disable “Enable Notification Bar” beforehand.

N30 @ SR XN 4

Notification Bar 0 Allowed Apps

Show Notification Bar

To notification bar

[3] calendar ~

Meeting

A o 6:50 AM, Taipei 101
Enable Notification Bar

To enable notification bar
MAP SNOOZE
Show filtered notifications
eck and i t with

CLEARALL
not from allowed apps

Heads-up notifications

applications to show heads-up - Smarter

When “Show filtered notifications” is enabled, the status bar could be slid down to reveal

notification drawer for checking the notifications from allowed apps only. The quick settings
panel is unavailable as well as the quick setting tiles on it.

otification Bar

Show Notification Bar

To notification bar

[3] calendar ~
Meeting
Enable Notification Ba

To enable notification bar
SNOOZE

Show filtered notifications
can check and inte with
ations from allowe

Quick Settings panel is disabled by Quick Settings panel is disabled by
AppLock. AppLock.
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4.24 HEADS-UP NOTIFICATIONS

The default setting is to enable “Heads-up notifications”. Untick the checkbox to disable the
head-up notifications to pop-up.

Enable “Heads-up Notifications”

N30 % " m6:38

[T calendar

Notification Bar Meeting
6:50 AM, Taipei 101

Show Notification Bar
To show notification bar SNOOZE

Enable Notification Bar : e
To enable notification bar notification

Show filtered notifications
: A

l hieads Up HoHiicatons CIPI-ER

Smarter

The default setting
is enabled.

Disable “Heads-up Notifications”

N3 0% " m6:55 N3 0¥ " m655

]
Notification Bar

Show Notification Bar : \. Only notification icon
shownotfication bar is shown in the

Enable Notification Bar notification bar.

To enable notification bar

Heads-up notifications |
T ations to show heads-up CIP}ER LAB

Smarter

Untick the checkbox
and tap “Save” to
disable it.

Note:
The function "Heads-up notifications” is not supported for RS30 mobile computer.
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4.3 DISPLAY

Tap on Display to open settings for the wallpaper and the logo seated right below the

toolbar.

WALLPAPER

“Wallpaper” is to set the wallpaper for the main screen, you can select to use the system
wallpaper. To use a custom wallpaper for portrait view or landscape view, please deselect
“Use system Wallpaper” first, and then tap “Portrait wallpaper” or “Landscape wallpaper”
to select image files. After finish setting, please tap on “Save” to confirm the settings.

Display Settings
Wallpaper

Tap to configure wallpaper
wallpaper

Logo

Tap to configure logo image

Home screen text color
Tap to configure text color

LOGO
Tap the On/Off switch to enable

displaying a logo at the top of the
main screen.

Tap the Logo label to select a logo for
portrait view or landscape view, and
set the image height (1~270 pixels).

Tap on “Save” to confirm the settings.
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Use system wallpaper

ystem wallpaper as AppLock

Use system wallpaper

m wallpaper as AppLock

Portrait wallpaper

Tap to change

Landscape wallpaper

Tap to change

Wallpaper

Tap to configure wallpaper

Logo

Tap to configure logo image

Home screen text color

Tap to configure text color

Portrait logo

Tap to change

Landscape logo

Tap to change

Image height

80 pixel(s)
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HOME SCREEN TEXT COLOR

The default text color displayed on home screen is white whose RGB color is (255,255,255)
and the color hex is #FFFFFF. You can change the text color on home screen by dragging the
RGB color sliders or directly input the color hex triplet (hexcode) to designate your home

screen text color.

Display Settings

Wallpaper

Tap to configure wallpaper

AppLock Allowed Apps &

9 0B 9

F-Stop Screenshot t... Camera Chrome

€ &

Clock File Manager

Logo

Tap to confiaure logo imaae

Home screen text color

Tap to configure text color

*

CIPHR L;l

Smarter

eUEEEEEEEEEEEEN,
SpssmmEEEEEEEEn’®

*
.

.

Cancel

[ ]
.
.
.
.
.

4

Wallpaper

Tap to configure wa

F-Stop Screenshot t... Camera Chrome

E figure logo image ' s
Home screen text color

Clock File Manager

T figure text color

CIPHR Lm

Smarter

# FFED10

Make sure to tap on “Save” in every page before returning to the main screen.
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4.4 SECURITY

Tap on “Security” to set the login password for an administrator.

Set Login Password

Tap to setup login password

Show Password

If need to show current value in password s..

Monitoring App installation

To block installation of unallowed Apps

Enable Log

Enable log file for AppLock debugging

Setting

Description

Set Login Password

Show Password

Monitoring App Installation

Enable Log
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Set the login password for the administrator access level.

) Configure Password

Show password

Done Cancel

Shows the current password during setup of a new password.
By enabling "Monitoring App Installation”, users can not install any
apk of the apps which are not on the “"Allowed App” list.

The default setting of "Monitoring App Installation” is disabled.
Users can install the apk of the disallowed app, but the app cannot be
launched.

To record the event log performed in AppLock. The default setting is
disable.

The log will be saved as "AppLock_Log.txt” in the internal storage.
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4.5 ASSIST APP

Tap Assist app to choose the assist app you need:

Options Choose Assist app

Notification Bar @ Google

Tap to configure notification bar

o Screenshot touch

Display

Tap to configure display ’:-) Firefox

Security =) None

Tap to configure security

Assist app

Current: None

Remove Lockscreen Icons

Remove app shortcuts on the lockscreen

USB Connection Allowed

Allow to connect PC through usb

Enter AppLock for the 15t time, the Assist app is automatically set as “None”. All the
applications listed in Assist app page of AppLock correspond to Android system settings.

(App Drawer (All Applications) - Settings @9 Apps %9 E]% Assist & voice input)

Choose Assist app
@ Google

o Screenshot touch

r;) Firefox Choose Assist app

==) None G Google (Default)

@ Screenshot touch

CANCEL
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In AppLock, you could choose the assist app or remain it as none. The selected assist app
could be opened by no matter Admin or users with long press 3 Home button.

Choose Assist app

@ Google O = CIFrER © 0 = cmen @

LT
Screenshot touch AppLock el apms :

’L) Firefox v

Calendar  WiFi Settings

The new way to talk to Google

Hi, I'm your Goagle Assistent. You now
have an easier way o get things done.

== None

crrer[TRY

The Assist app (App Drawer (All Applications) > Settings @ > Apps % > E >
Assist & voice input) will be restored to the setting before entering AppLock once exiting
AppLock from Admin Mode, while it will be restored to the previous settings once
re-entering ApplLock.

Note:

The system function“Assist app” is not supported for RS30 mobile computer.
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4.6 REMOVE LOCKSCREEN ICONS

By ticking the checkbox of "Remove Lockscreen Icon”, the app shortcut on the Lockscreen
will be hidden:

EMERGENCY CALLSONLY N3 9 . = 30 @ ' m7:06
Options

Notification Bar

Tap to configure notification bar

L] . L]
Display
o Tap to configure display .

MONDAY, DECEMBER 4

MONDAY, DECEMBER 4 Security
Tap to configure security

Assist app
CIPHER LAB|

Smarter

CIPHER Lm

Smarter

Remove Lockscreen Icons

Remove app shortcuts on the lockscreen

USB Connection Allowed

Allow to connect PC through usb

EMERGENCY EMERGENCY

a

309 = 7:06 To enable this function:

Options u

——— 1) Tap the menu button = , and tap on “Options...”.
Notification Bar

Tap to configure notification bar 2) T|Ck w Remove Lockscreen ICOI’]S".
Display

Tap to configure display

3) Tap “Save” to save the setting.

Security

Tap to configure security

Assist app

Current: None

Remove Lockscreen Icons

Remove app shortcuts on the lockscreen

USB Connection Allowed

Allow to connect PC through usb

Note: The function "Remove Lockscreen Icons” would not be listed in "Options” page if
it is not supported by the Operating System of your device.
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If “USB Connection Allowed” is enabled, the mobile computer is visible from PC client when
it is connected with PC by USB cable, whereas it is invisible if "USB Connection Allowed” is
unticked:

4.7 USB CONNECTION ALLOWED

(@ ortions | B < | Computer = B
Notification Bar “ Computer  View (7]

Tap to configure notification bar —

-Z\_(-_:l = 1 M Computer v & Search Computer 20
Display
Tap to configure display . . - . r L
¢ Y -0 Favorites 4 Hard Disk Drives (1)
Security Local Disk (C:)
Tap to configure security . Libraries - EE]C —
I!’ 233 b ree ot ooob b
Assist app
Gurent hlane | 418 Computer | © Devices with Removable Storage (1)
Remove Lockscreen Icons i Local Disk (C:) i P
Remave ann shortciits an the Inckscreen F Rrsai Other '-3:]

USB Connection Allowed

Allow to connect PC through usb

) . Xperia XZ Premium 4 Portable Devices (21

My RSH
e NETWOTE l { ‘\.___r_L Portable Media Player

Kperia XZ Premium
Portable Media Player v

7 iterns == =

(@ ortions LAl £ < | Computer - B
“ Computer View 9

Notification Bar

Tap to configure notification bar

:(-:. « T M » Computer » v Search Computer 0
Display
Te onfigure displ . -
ap to configure display » 5.0 Favorites 4 Hard Disk Drives (1)
Security Local Disk (C3)
onfigure s y L -
Tap to configure security = Libraries > "- -
Assist app - 553 GB free of 666 GB
cunentibone a8 Computer | - Devices with Remaovable Storage (1)
Remove Lockscreen Icons ' im Local Disk (C2) . Other (3)
Remove app shortcuts on the lockscreen - R . eri
USB Connection Allowed 1 4 Portable Devices (1)
Allow to connect PC through usb t;H
§ Network Kperia XZ Premium
Portable Media Player

B items 1= [
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Chapter 5
OTHER FUNCTIONS (ADMINISTRATOR ONLY)

This chapter is about other functions for administrator.

IN THIS CHAPTER

5.1 Launch System Settings........coooiviiiiiii e 84
5.2 Reset to Default.....cooiiiiiii i 84
5.3 Clear RECENT AP PS ittt i 84
54 ADOUL L i 85
5D EXit et 85
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5.1 LAUNCH SYSTEM SETTINGS

To access system settings, tap the menu button = and then “Launch System Settings” to
open the system settings menu.

AppLock Allowed Apps & Settings Q

q User Mode Wireless & networks
Chrome Apps Management... Wi-Fi
v "CIPHERLAB-Guest
Import
Export & Ethernet
Options... 3 Bluetooth
Disconnected
Launch System Settings
Reset To Default i =M gends
Clear Recent Apps e Data usage
0 B of data used
About
) More
Exit
Device
s Displav

5.2 RESET TO DEFAULT

Tap the menu button = . Tap on “Reset to Default” and a dialogue shows. Tap on “Yes” to
reset ApplLock to factory default.

Are you sure to factory reset
AppLock?

Yes

5.3 CLEAR RECENT APPS

Pressing the hardware button opens a list of recently used applications. You can also

tap the menu button  and then “Clear Recent Apps” to erase this record. This can prevent
accidentally switching to applications other than the applications available on the Allowed
Apps view.

If there are certain applications that you would like to keep in the list, add them to the
Recent Apps Whitelist.
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5.4 ABOUT

Tap the menu button

ApplLock 1.2.6

Serial Number FC1174D000600

. Tap on “About” to check software version information.

Copyright © CipherlLab Co., Ltd.

OK

55 EXIT

Tap the menu button = and then “Exit” to leave the application.

Changing Home app from AppLock to other launchers through Launch System Settings or by
other means may result in some system settings remain as what they are set by AppLock.
Thus, if you would like to leave AppLock and change Home app to other launchers, it is
strongly suggested that leaving AppLock by tapping “Exit” to restore the system settings
changed by ApplLock to default at the same time.

AppLock Allowed Apps

92 © =

AppLock Allowed Apps

User Mode

9

Chrome Settings dodol Launc... Chrome Apps Management...

Import

Export
Please do not change P

CIP"ER LABI Home app thrOUgh _ Options...

Smarter “Launch System Settings”

Launch System Settings
or by other means.

Reset To Default
Clear Recent Apps
About

Exit

Tap “Exit” to leave Applock |
and restore the system :
settings at the same time.
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